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1. Welcome       
 
 
WinDeveloper IMF Tune enables the MS Exchange 2007 Content Filter and 
MS Exchange 2003 Intelligent Message Filter to unleash their full power.  
 
Exchange today comes complete with free anti-spam filtering. The powerful 
underlying engine is bottled in an interface exposing minimal functionality. IMF 
Tune changes this, transforming IMF into a full featured anti-spam solution.  
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2. Key Features 
 
These are some key IMF Tune benefits: 
 
SCL Threshold Configuration - Configure individual Spam Confidence Level 
(SCL) ratings with a unique set of options including archiving, logging, 
attachment stripping, subject tagging, auto-replies, rerouting, rejection, 
deletion and more. 
 
Whitelisting/Blacklisting - At the server maintain global and per user 
white/black lists. Identify legitimate emails and spam by IP, sender, recipient, 
subject, any email header, body keywords, attachment names and more. 
 
Integrate any Anti-Spam Filter into Exchange - Run spam filtering on ANY 
platform, firewall appliance, external service provider without losing Exchange 
integration. 
 
Advanced Filtering Rules - Construct rules by combining multiple conditions 
and exceptions to accurately identify legitimate and spam emails. 
 
External Filtering Rules - Store lists of IPs, addresses and keywords in 
external files. Let IMF Tune fetch the files and enforce these as white/black 
lists. 
 
Detailed Logging/Reporting - Keep record of each email, including any 
actions applied, the source IP, addresses, subject, SCL rating and matched 
white/black lists. 
 
Automatically Manage Archived Emails and Logs - Retain complete 
control of archived emails and logs. Break logs and disk archives by SCL, 
date or file size. Setup schedules for compressing, backing-up and/or deleting 
old files. 
 
SCL Subject/Header Insertion - Expose SCL ratings to all users from the 
server. Insert an SCL subject tag or add a custom header. 
 
Fine Tune SCL Assignments - Influence the email filtering logic. Identify 
keywords that should lead to higher or lower SCL ratings. 
 
Attachment Filtering, Foreign Spam, SMTP Protocol Command Data - Let 
IMF Tune dig all the information for you to express the most effective email 
filtering criteria. 
 
Spam Rerouting to Mailbox or Public Folder - Retain all emails within a 
single repository. Eliminate disk archiving and access filtered spam from 
Outlook. 
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3. System Setup 
 
To get the system up and running: 

1. Make sure that all minimum requirements are satisfied. 
 
2. Verify that the Exchange 2007 Content Filter/Exchange 2003 Intelligent 

Message Filter is correctly configured and enabled. 
 
3. Install and configure WinDeveloper IMF Tune. 

 
The following sections go through the details of getting everything correctly 
installed. 
 
 

3.1 Minimum Requirements 

 
IMF Tune supports both Exchange 2003 and Exchange 2007. It also supports 
various platform combinations as summarized in the table that follows. 
 
 Platform Additional Requirements 

 
IMF Tune for 
Exchange 
2003 (32-bit) 
 

 
Windows 2000 
Windows 2003 

 
Requires the installation of Exchange Intelligent 
Message Filter version 1 or version 2 
 

 
IMF Tune for 
Exchange 
2007 (32-bit/ 
64-bit) 
 

 
Windows 2003 
Windows 2008 

 
Requires the Exchange Content Filter Agent.  
 
Exchange must be running the Edge or Hub 
Transport Role 
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3.2 Setup Exchange 2003 Intelligent Message Filter 

 
So far Microsoft released two versions of the Intelligent Message Filter (IMF). 
The latest version is IMF v2. IMF Tune supports both of these. Still IMF v2 is 
highly recommended for the best filtering results. 
 
IMF v2 is included as part of Exchange 2003 SP2. This means that once SP2 
is installed, IMF is ready to be enabled.  
 
IMF v1 was the first filter version available for Exchange 2003 systems 
preceding SP2. This used to be available from the Microsoft download center 
and deployed as a separate installation step. 
 
It is very important to remember that IMF v1 should never be installed on 
Exchange 2003 SP2 machines. Doing so is likely to break IMF leading it to 
stop filtering any spam. 
 
IMF must be installed before IMF Tune. It is also recommended to deploy IMF 
and IMF Tune in separate steps. In this manner one can make sure that IMF 
is functioning correctly before IMF Tune is deployed. This simplifies 
troubleshooting in case of problems. For further details on the Exchange 
Intelligent Message Filter please refer to Annex A. 
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3.3 Setup Exchange 2007 Content Filter Agent 

 

The Exchange 2007 Content Filter forms part of a set of anti-spam transport 
agents that ship with Exchange 2007. These must be run on a server having 
the Edge or Hub transport server role. The Edge server installation includes 
the anti-spam agents within it. However in case of Hub Transport servers, the 
agents must be installed manually through the command shell. 

The installation script is located under:  
<Exchange Server dir.>\Scripts\install-AntispamAgents.ps1 

1. On the Hub transport server machine, from the Exchange 2007 
program group, open the Exchange Management Shell. 
 

2. Run> install-AntispamAgents.ps1 
 

3. Restart the MS Exchange Transport service 
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3.4 Installing WinDeveloper IMF Tune 

 
WinDeveloper IMF Tune comes as a self-extracting executable. Walking 
through the installation wizard steps is a trivial matter. Following the Welcome 
Page, the License Agreement is presented. Selecting óI accept the agreementô 
will confirm acceptance. 
 

 
 

 
 
The installation directory selection follows. Unless the default is changed, the 
application will be installed to: 
<Program Files>\WinDeveloper IMF Tune 
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Next is the Program Group name selection page.  
 

 
 
Progressing through the Wizard we get to the installation summary page. 
Click Install to start copying the application files and complete the installation. 
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This completes the installation as the final wizard step confirms.  
 

 
 
The installation will not cause any service restarts or downtime. Once 
completed IMF Tune will be ready to process emails. 
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4. Email Processing Configuration 
 
The IMF Tune configuration is available from the application program group 
at: 
Windows Start | Programs | WinDeveloper IMF Tune | IMF Tune 
 
The configuration is organized in two panes. The left pane shows the main 
configuration categories while the right pane shows the options for the 
currently selected category. 
 

 
 
The configuration is largely based on the Spam Confidence Level (SCL) email 
rating system. SCLs are initially assigned by the Exchange 2007 Content 
Filter/Exchange 2003 Intelligent Message Filter. IMF Tune processing may 
update the SCL leading to the final rating. 
 
The Email Handling category provides a selection of actions from Accepting, 
Rerouting, Deleting and Rejecting emails based on the final SCL ratings.  
 
The Archiving and Logging categories allow the archiving of emails to disk 
and for generating detailed CSV logging of processed emails. 
 
At the Auto-Replies category, automated email responses may be configured 
to be fired for specific SCL ratings. 
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The Disk Maintenance category allows for automating the management of 
the various disk files IMF Tune may generate through its email archiving, 
logging and HTML reporting functionality. From here logs and email archives 
may be organized by SCL, date or file size. Furthermore a schedule may be 
setup for compressing, backing-up and/or deleting old files. 
 
The Whitelists category groups the IP, Sender, Recipient, Subject, Body and 
combined Subject/Body whitelisting functionality. Whitelisting overrides any 
previously assigned SCL making sure the email is not classified as spam. 
 
The Blacklists category groups the IP, Sender, Recipient, Subject, Body, 
combined Subject/Body, and Language blacklisting functionality. Blacklisting 
identifies emails that are to be handled as spam. 
 
The SCL Rules category provides finer control on SCL assignments. From 
here one can construct rules combining multiple conditions and exceptions to 
accurately identify legitimate and spam emails. The rules can test all kind of 
email properties including headers, bodies, addresses, IPs and SMTP 
Protocol data. Once a match is found the current SCL value may be 
incremented, decremented, or replaced by a new value. 
 
The Keyword Reporting category provides the necessary functionality to 
generate a detailed HTML report on all emails matching any of the whitelists, 
blacklists and SCL Rules. In this manner one can see exactly how the 
configuration at IMF Tune is influencing the final SCL ratings assigned to each 
email. 
 
The Unprocessed Emails and Exchange System Manager categories are 
only available in IMF Tune for Exchange 2003.  
 
The Unprocessed Emails category caters for any emails the MS Exchange 
IMF leaves unhandled. From here IMF Tune may be instructed to scan emails 
that would otherwise go through unprocessed. 
 
The Exchange System Manager category exposes various other anti-spam 
settings. This is a read-only view of the options available from the Exchange 
2003 System Manger console. It includes the Intelligent Message Filter 
settings, Sender ID settings and the various Exchange 2003 out-of-the-box 
options for connection, sender and recipient filtering. 
 
The Details category provides the necessary space for administrative notes. 
In this manner an administrator can insert comments to better keep track of 
configuration changes. 
 
The Licensing category shows the type of license currently in place. Some 
examples include time limited evaluation licenses, user limited licenses and 
unlimited users licenses. 
 
The Miscellaneous category gives quick access to product version and 
contact information.  
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4.1 Email Handling 

 
Under the IMF Tune configuration, the Email Handling category provides a set 
of actions to be applied to emails based on their SCL rating.  
 
An SCL is assigned to an email by the Exchange Content Filter/Intelligent 
Message Filter as a means to classify its likeliness of being spam. The higher 
the SCL value the more likely the email to be spam. IMF Tune processing 
may change this rating reaching the final SCL. 
 
The IMF Tune Email Handling category presents a list interface. Each list 
entry specifies actions to be applied for a specific range of SCL values.  
 

 
 
In this case email handling for unprocessed, whitelisted, blacklisted and SCLs 
0, 1-3, 4-5, 6, 7-8 and 9 are configured. The icons and Action column show 
that four different actions are configured: 

¶ Unprocessed, whitelisted and SCLs 0-5 are set to Accept 

¶ SCL 6 is set to Reroute 

¶ SCLs 7-8 are set to Delete  

¶ SCL 9  and blacklisted are set to Reject 
 
Note how ranges with action set to Accept have a white background. Other 
actions have a light shade of red signifying the increased level of action 
severity. 
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Working with the list interface is fairly trivial. To specify actions for a new SCL 
range, click the Add button. This opens the Email Handling Action Edit dialog. 
 

 
 
This dialog presents a set of operations that can be applied to an Email with 
matching SCL rating. Refer to SCL Handling Action Configuration for more 
details on each of these options. 
 
To edit email handling options for an already defined SCL range, select the 
entry from the list and click on Edit. Note that we may only edit one entry at a 
time. 
 
To remove email handling options select the SCL ranges and click on the 
Remove button. Note that entries for unprocessed, whitelisted, blacklisted and 
SCL 0 cannot be removed. 
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On removing an SCL range, the range that immediately precedes it, is 
extended to cover the gap generated by the deletion.  
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4.1.1 SCL Handling Action Configuration 

 
Adding or editing actions for an SCL range is done through the SCL Handling 
Action dialog.  
 

 
 

It provides the following configuration options: 

¶ An SCL range for which these settings are to be applied. 

¶ An action to be performed on the emails. 

¶ A set of additional email modifications. 
 
The actions and modifications configured from here are applied directly to 
incoming emails. Once Exchange completes its processing, IMF Tune applies 
Whitelists, Blacklists and SCL Rules. This leads to the final SCL rating. Thus 
the Email Handling configuration with matching SCL range is identified and 
applied. 
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4.1.2 SCL Range 

 
The configuration only enables the setting of the lower SCL range limit value. 
The upper range limit is automatically set. This is done by referring to the 
already configured SCL ranges and setting it so as not to leave gaps.  
 
SCL ranges defined within IMF Tune are always inclusive of the values 
specified as the lower and upper limits. This means that a range 3-5 includes 
emails assigned any of the SCL values out of 3, 4 and 5. 
 
The lower SCL range limit can be selected through a combo box. This lists all 
available values. SCL values that have already been set as the lower limit for 
other entries are excluded. 
 
IMF Tune gives special handling to unprocessed, whitelisted, blacklisted and 
SCL 0. These are always present and may not be removed. For this reason 
their SCL range is not editable and the combo box is grayed.  
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4.1.3 Actions 

 
At the Email Handling Action dialog, one out of four possible actions must be 
set. These are: 
 
Accept ï Permits the email to reach the recipient mailbox. 
Reroute ï Redirects the email to the address specified. 
Delete ï Deletes the email blocking it from reaching its destination. 
Reject ï Rejects the email altogether returning an SMTP protocol error 
response. 
 
On accepting or rerouting, the email may still be deposited to the Junk Email 
folder. The IMF configuration to deposit email to this folder is not overridden. 
In fact Accept is the correct IMF Tune action when emails are required to 
finish into the end-recipient Junk Email folder. 
 
The set of possible actions configurable depend on the current SCL range 
setting. This is so as to enforce the rule that the higher the SCL, the stricter 
the Action. Consider SCL 6 is configured to reroute emails. In that case on 
configuring SCL 7 only reroute, delete or reject are possible. It doesnôt make 
sense to first Reroute emails with SCL 6 and then Accept emails with higher 
SCL ratings. 
 
The action for unprocessed, whitelisted and SCL 0 is fixed to Accept. These 
classifications are meant to identify legitimate emails. Thus any action other 
than Accept would cause loss of valuable email. 
 
Depending on the type of action selected, the configuration will automatically 
provide a set of additional options. The sections that follow discuss these 
options in more detail. 
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4.1.4 Grabbing a Copy of Accepted Emails 

 
IMF Tune allows us to grab a copy of the emails reaching recipient mailboxes. 
This can be useful when analyzing the performance of specific SCL ratings.  
 
On selecting the Accept action, the óBCC Email toô option is exposed. Set the 
checkbox to enable this functionality. We may then specify the address to 
which emails are to be copied. Since the new address is BCCed, the email 
content is unaffected. Thus emails may be analyzed unobtrusively. 
  

 
 
Otherwise click on Users to lookup an address from Active Directory.  
 

 
 
In the Select User dialog that opens, enter a user name and click on Check 
Names to resolve the email address. Click OK to set this as the BCC email 
address. 
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4.1.5 Rerouting Emails to a Central Mailbox 

 
Selecting the Reroute action will enable the óReroute email toô edit box and the 
Users button. Enter a valid SMTP address to which emails are to be rerouted.  
 

 
 
Otherwise click on Users to lookup an address from Active Directory.  
 

 
 
In the Select User dialog that opens, enter a user name and click on Check 
Names to resolve the email address. Click OK to set this as the reroute email 
address. 
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4.1.6 Email Modifications 

 
The Email Handling Action dialog also enables to select additional email 
modifications. These options are only available in case Accept or Reroute 
actions are selected. Since Delete and Reject completely block email delivery 
configuring modifications is useless as these would be lost anyway. 
 
If the action is set to Accept or Reroute the following email modifications are 
possible: 

¶ Insert SCL in email subject 

¶ Insert SCL in email headers 

¶ Remove all email attachments 
 
In case of Reroute the following is also possible: 

¶ Insert SMTP Sender, Recipients, IP and EHLO in email headers 
 
Email modifications are disabled for unprocessed emails. Also whitelisted and 
SCL 0 do not allow the removal of email attachments. These ratings are 
meant to identify legitimate emails. Thus modifications should be kept to a 
minimum. 
 
Inserting SCLs in the email subject can be very useful when dealing with 
spam. Emails ending in the recipient junk email folder could then be sorted by 
SCL rating. In this manner one can immediately review all trapped email 
whose SCL is lowest.  
 
Exposing SCL values is also useful to fine tune IMF and IMF Tune 
configurations. We can analyze the performance of a set of settings in terms 
of false positives/negatives and then apply adjustments to the SCL thresholds. 
Another way of doing this is to use SCL based logging which is discussed 
later in this manual. 
 
Removing email attachments is useful in reducing the waste in storage 
caused by spam. Today the large quantity of spam can dramatically increase 
the requirements on mailbox sizes. This leads to an additional burden on the 
Information Store archiving procedure and on administrative maintenance. 
This option removes any attachments and images contained within the email 
reducing the impact of this problem. 
 
Insertion of SMTP headers is only available to rerouted emails (and on 
archiving emails which is discussed later in this manual). This option discloses 
the complete list of SMTP recipients including BCCs. This information is 
normally considered to be confidential. Thus the option is disabled for the 
Accept action. 
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4.1.7 Customizing Insertion of SCLs in the Email Subject 

 
When performing Accept or Reroute actions, it is possible to insert the SCL 
rating into the email subject.  
 

 
 
IMF Tune provides a number of customization options in this area. Start by 
selecting the óInsert SCL/Custom Tag in email subjectô checkbox: 
 

 
 
By default this will prefix the subject with the text:  
(SCL: <n>) 
 
Here <n> is the SCL rating assigned to the email. To customize this, click on 
the Tag Format button.  
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From here we can choose between prefixing and appending the inserted text 
to the subject. We may also choose to insert a fixed text phrase rather than a 
tag containing the SCL rating.  
 
This type of customization can be very useful in case Outlook client rules are 
in place at the recipient mailboxes. Very often these rules are configured to 
match the initial part of the email subject.  Thus prefixing the subject with the 
SCL rating could break such rules. Customizing the insertion so as to append 
rather than prefix the subject, resolves this type of issue. 
 
At the bottom of the dialog, we can immediately see an example of the 
tagging as applied to a sample email subject. 
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4.1.8 Headers Inserted in Accepted/Rerouted Emails 

 
The following table lists the headers that can be inserted into emails when the 
action specified is Accept or Reroute. 
 

Header  Description Action 

x-scl The SCL rating assigned to the email. 
 

Accept, 
Reroute 

x-smtp-ip The remote host connecting IP. 
 

Reroute 

x-smtp-helo The host name specified as parameter to the 
SMTP HELO/EHLO command. 
 

Reroute 

x-smtp-sender The SMTP FROM originator address. 
 

Reroute 

x-smtp-receiver A list of comma separated recipients specified 
through RCPT TO SMTP commands. 
 

Reroute 

 

 



   
User Manual                                                                                    WinDeveloper Software Ltd. 

 

 

Page 23 

4.1.9 Overriding the Default SMTP Rejection Text 

 
IMF Tune also provides the ability to immediately reject emails at SMTP 
protocol level. By default the following SMTP rejection response is issued: 
 
ñ550 5.7.1 Requested action not taken: message refusedò 
 
The default rejection reason is very generic. It is sometimes useful to change 
this text so as to supply a more informative response. When doing so, 
typically we would consider the case where some legitimate email is being 
rejected. In such a case we might want to supply information enabling the 
sender to report the problem in some other way, for example by phoning.  
 
To customize the rejection response, select the óCustom Reject Message 
Textô checkbox and fill in the new message text. 
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4.2 Archiving 

 
IMF Tune disk archiving saves a copy of processed emails to disk. 
 

 
 
IMF Tune archiving is always available independently of whether the email is 
accepted, rerouted, deleted or rejected. Thus archiving could be used to keep 
a simple backup of processed emails or could be used to review emails that 
were blocked from reaching user mailboxes. 
 
Archiving provides a list interface where each entry groups the settings for a 
set of SCL ratings. Manipulating the Archiving list simply involves the use of 
the Add, Remove and Edit buttons.  
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4.2.1 Archiving Profiles 

 
Archiving options are grouped into Profiles. Each of these includes: 

1. Profile Display Name 
 

2. Path to the Archiving directory 
 

3. Enablement of Additional Email Modifications 
 

4. SCL ratings to which the profile settings are to be applied 
 

 
 

 
 

 


