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1. Installing the Moderator/Reporting

The new IMF Tune v5.5 release introduces the Moderator/Reporting ASP.NET web interface. This
component introduces new installation scenarios tha¢ explored in this section.

The IMF Tune web interface is shipped in an installation package separate from the main IMF Tune
server installation. This decoupling gives great deployment flexibility. Indeed it is possible to run the
IMF Tune v5.5 server thiout the web interface. However, we would be missing all the great

reporting and email moderation functionality the web component delivers.

1.1 System Setup

The complete system setup is illustrated in the diagram that follows.

"_/"‘\
One or W
more P SOL [Server
Exchange
- B
IMF Tune &J:ﬁ ?"'
Servers N %=
s IMF [Tune
J Moderator Repcrtlng
w Web | teriaca

o>
$

Here we have 3 Exchangensgrs each running IMF Tune. These publish information on processed
emails to the database server. In this manner, spam emails rejected or deleted at the server are
available for reviewing.

Depending on the configuration, IMF Tune may also publish acdepisils for reporting purposes.
This is discussed in the Configuration sections of this Manual

From their browser, users logon to the IMF Tune Web interface. Users and Administrators granted
the necessary login rights are thus able to review blocked Ispad monitor filtering performance.

Sharing the same database, multiple IMF Tune servers are able to publish the information for all
emails in a central location. Thus users have access to all emails from a single interface.

For clarity here we illustited the system setup on multiple servers. Nevertheless it is also possible
to install all components on the same server. This will normally depend on the Organization email
load. In general we do recommend putting the database server on a separate macbimer to

limit the load on the Exchange server machine.
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1.2 Requirements

1.2.1 IMF Tune Server
ThelMF Tune V5.5erver installation introduces no new requirements over version 5. New
requirements only concern the Moderator/Reporting web componeiggdssed next).

1.

2.

Platform Support, The IMF Tune server is installed on the Exchange server machine.
Exchange versions 2003, 2007 and 2010 are supported. The following is the list of supported
platform/Exchange server combinations:

Exchange 2008 Windows2003 (x86), SBS 2003 (x86)
Exchange 2007 Widows 2003 (x64), Windows 2008 (x64), SBS 2008 (x64)
Exchange 201 Windows 2008 (x64), Windows 2008 R2 (x64)

In case of Exchange 2007/2010, IMF Tune is installed on the Edge or Hub transport server
roles.

.NET 2.0 Framework SP2

1.2.2 Moderator/Reporting Web Interface
The IMF Tune Moderator/Reporting is an 1IS ASP.NET web application. It supports all Windows
server platforms from Windows 2003 to Windows 2008 R2 (bothiBand 64bit).

1.

Server Platforms: Winduas 2003 (x86/x64), SBS 2003 (x86), Windows 2008 (x86/x64), SBS
2008 (x64), Windows 2008 R2 (x64)

.NET 2.0 Framework SP2

Internet Information Serveg Depending on the Server Platform run one of the following:
11S6, 11IS7, 11S7.5

ASP.NET
Microsoft SQL Seer (see Database Server requirements)

Minimum Browser Versionsinternet Explorer 6, Mozilla FireFox 3, Opera 10, Apple Safari 4,
Google Chrome 4.
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1.2.3 Database Server
1. MS SQL 2005 Express, MS SQL 2008 Express
MS SQL 2000, MS SQL 2005, MS SQLME0BQL 2008 R2
Note how the free MS SQL Exprex305 and 200&ditions are also supported.

2. Must be installed on the same Windows Domain as the IMF Tune Web interface.

3. Must be installed in Mixed Authentication Mode supporting both Windows Integrated
Authentication and SQL Authentication.
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1.3 Installation Walkthrough
IMF Tune v5.5 is made up of two installations availableldovnload from the WinDeveloper
website

1. IMF Tune ServeyIncludes the core fiéring engine and the logic to publish emails to a
database server.

2. IMF Tune Moderator/Reporting Includes an IS ASP.NET web application and database
initialization wizard.

Most often these are installed in the order shown above. However it is poseiplerform the
installations in any order since the two are completely independent at installation time. Of course
both components have to be in place for us to activate the new Quarantine and Reporting features.
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1.4 IMF Tune Server Installation

Installng the IMF Tune server cannot be any simpler. Given that the necessary requirements
discussed above are satisfied, it is just a matter of clicking Next, Next, Next to complete the
installation Wizard.

The IMF Tune server configuration allows us to condigui the usual filtering options. In addition it
also includes new options specific to SQL Quarantining and Reporting.

fm WinDeveloper IMF Tune Configuration

Epm a

L Ture Corfauraon * Py IMF Tune Cq
_a-_l Select items to configuy
""" G Auto-Reply Email Handlin
g
E—J@ Quarantine ngg
e [l Quarantine Database )
@8 Users ﬁ Logging
-4, Disk Maintenance =
[[ il Archives/Quarartine | @ Quarantine
sl Logs/Reports
=-#] Whitelists O g
. f] Accept IPs ﬁg \whitelists

| 26 SOBSNI GKS ySg FSIGdzNBa NByQlG Fdz te& 02y TAIdzNI G
component is also installed.
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1.5 Moderator/Reporting Web Interface Installation
The IMF Tune Moderator/Reporting installation performs two tasks:

1. Installs the ASP.NET IIS Web Moderator/Reporting interface.

2. Initializes the database server.

The installation will create the new Web applicet with little need for user input. The second
operation, the database initialization, requires us to walk through a wizard that is launched at the
end of the installation. The wizard is also included in the Moderator/Reporting application program
group.In this manner if anything goes wrong at installation time we can rerun it later.

Before proceeding with this installation it is worth deciding how we want to setup the IMF Tune
database. When performing a fresh installation we have two options:

1. Manually ceate a new database instance. The installation Wizard will then create the
database schema and setup the necessary database access rights.

2. Letthe wizard do everything including the creation of the database instance.
Creating the database instance maryajives more control on the database creation process.

IMPORTANT: If creating the database instance manually it is important to set the database
collation usingcase insensitive collationThe installation uses the following collation type:
SQL_Latinl_Gwral_CP1_CI_AS

With this point cleared we can proceed with the installation. As discussed the interesting part here
concerns the Database Connection Wizard. So we move fast forward to the point when the
installation launches the Wizard.

#E WinDeveloper IMF Tune Quarantine Database - o o] 5]

Quarantine Database Connection @

Identfy the SCGL Database sarver wera Quarentned Emais are to be 2tored

Server
[MDINA\SGLEXPRESS E

Datzbaze
[IMFTuneCuar

v Windows Authentication:
Lksar d:

Passwiord

[

In the first Wizard Step we need to identify the database server. At the server list we can select one
of the detected servers. Or else we can type directly the server name.
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Next specify the Database Instance name.

Lastly we select whether the Wizarddasuse Integrated Windows Authentication or SQL
Authentication for it to initialize the database. In the latter case we supply the necessary login
credentials.

Notes

1.

Serverg Thedatabase srver detection is not 100% accurateis possible for this ligb miss
someservers that areactuallyavailable. In tis case we type the database server name
manually.

Serverg Keep in mind the list of supportedatabaseservers and the requirement for the
server to supporboth Windows Authentication and SQL Autlieation.

Database; If the database instance was created manually, change the name to the one
specified on creating the database. Otherwise we can keep the default and let the Wizard
create it for us.

Login Credentials Any database login credentiaspplied at the wizard are only used for
setting up the system. These are not stored anywhere.

Login Credentialg In a fresh installation the Wizard will need to perform a number of
operations against the database server that necessitate a high leaetess rights.

Amongst others it will:

- Optionally create the database instance from scratch.

- Create the IMF Tune database schema including tables, indexes, stored procedures etc.

- Grant login rights to the Windows Network Service account over the IME database.
This is the account used by the Web interface to access the database.

Following the database connection step click Next. The Wizard will now connect to the database
server and provides a selection of possible operations:
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4F WinDeveloper IMF Tune Quarantine Database E =[] 5|
Connection Type
How should IMF Tune connect to the Quareantine Database?
| At ady e g |
£ Feceze exs Al Juararntiee Databaze

(¥ Create a new Quarantine Database

< Back [ Mendt > I Cancel |

Here we are perforiimg a fresh installation and we will let the Wizard create the database for us

FTNRBY &AON} GOK® ¢KS 2ATFNR KIFa RSGSOGSR GKIFG KSNE
0KS ASNIBSNXY ¢Kdza Al 2yfte& LINRPOARSA QKS ¢KIFI XN KWBB2
possible operations here are:

Attach to already existing Quarantine DatabasgeT his option becomes activkthe wizard detects

that the IMF Tune database is already in place and correctly initialized. This happens when upgrading
the Web inteface. In this case the wizard limits itself to making sure that the Web application has

the necessary access rights over the database.

Recreate existing Quarantine Databagé his optionbecomes active if the wizard detects that the
database instance nan@ready exists at the database server. This happens if we create the
database manually and when performing upgrades. Choosing this option the Wizard would wipe any
already existing data, recreate the IMF Tune database schema, and grant the necessaryigitises

Create a new Quarantine DatabaggThis optionbecomes active if the wizard does not find any
database instance matching the supplied name at the server. It instructs the Wizard to perform a
complete database initialization.

On selecting the opation type click Next. The Wizard is now ready to start.
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#¥ winDeveloper IMF Tune Quarantine Database i = |E|£|

Ready to Start .
The wizard is ready to star pedfoming the selected operation.

Ready to create new Quarantine Database
Senver: MDINAVSQLEXPRESS
[iat abase: IMF Tune(iuar

Click the "Hext' button to =tart...

<Back [ het> | Carcel |

ClickingNext again the Wizard performs the selected operation and reports on the outcome.

4¥ WinDeveloper IMF Tune Quarantine Database e o [ A

Complete
Guarantine Databass connection process completed.

Quarantine Database connaction process completed successhully.

< Back I Finish | Cancel |

In case any errors are reported hit the back button to move to step 1 again. Most errors will be
resolvale by correcting the database connection settings. If necessary you can close this wizard and
rerun it from the Program Group created at installation time.

Running the wizard successfully is required for the Moderator/Reporting functionality to work.
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1.6 IS ASP.NET Web Interface
The installation just discussed will create a new IS ASP.NET application. Under IIS the following new
objects are created:

1. An application pool nametMFTunePool
2. An application under the Default Web Site nanibtFTune

Here is hav the Windows 2008 R2 11S7.5 looks like in our case. The image highlights the 2 newly
added items.

" Internet Information Services (11S) Manager N [__

@c) |.:' » HAMRUN » Application Pools

File View Hep
T | Q'il Application Pools EX
f:f’ Steet Pape “a || This page lets you view and manage the kst of | .
T BRI WEDOM 1\Administrator) || application pools on the server, Application pools A
3 Application Pools are associated with worker processes, contain one
[-[&] Sites or more applications, and provide isolation among b s
=43 Defauit Web Site different applcations. @ s
& || aspnet_dient s | »
& Autodiscover Filter: _’ P o - E | & R
#-(P ep Name « [status | .NETFram-j | B
= (P WS .JDefaultAppPool  Started  v2.0 =K
-] Exchange | [ veTunepool Started  v2.0 | ==
&) | Exchweb IMSExchangeAuto... Started  v2.0
¥ IMFTune | CIMSExchangeECP... Started  v2.0 A
#-[3¥ Microsoft-Server-ActiveSync | ymsExchangeOW... Started  v2.0 R
&gl OAB IMSExchangePow... Started  v2.0 | % R
#-() owa IMsExchangeServ... Started  v2.0
E1-@) Powerchel IMSExchangeSync... Started  v2.0 o V
@3] Public ‘
(5P Rec [ j @ H
) (P RpcWithCert | d
4 | Content View

Ready

IMF Tune supports all versions from 11S6, 11S7, and 11S7.5. The user interface in 11S6 is quite different
from that in 11S7.x. However the same compones installed in all cases.

To confirm that the Web interface was successfully installed, from the browser enter the application
URL:

http://<server name>/imftune

This will present the application login screen:
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zIMFTumModenmf-Windowshﬂemet&pbrer! . R =R X
@ v | &t https://ocalhost/IMFTune/loginasp v & | 9 | ;] 4§ Google P vl

x &~

I

iy Favorites = 5

'hIMFTuneModcrator 7 ‘ % v B v 9 #m v Pagev Safetyv Toolsv @@~ 4

YO8 WinDeveloper
add. IMF Tune

Welcome to the IMF Tune Moderator.
Please enter your credentials below to login.

User name

Password

(Cea

Qroogsions:

Copynght © 2004 - 2010 WinDeveloper Software Ltd. All nghts reserved.

Done € Local intranet | Protected Mode: Off 3 v ®100% ~ “

e —

This login screen is a good indicationtttiee Moderator/Reporting installation was successful. At
this stage we cannot move further since no user logins have been created. This can be done once we
register the IMF Tune servers with the database.
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1.7 Registering IMF Tune Servers with the Database Server
Referring back to our system setup diagrainyou are following this guide in the order presented,
this is how far we got:

:/m“ Not
b Connected ;‘_“T
One or @EI{J %= '
more SQL Server
Exchange ':ﬁ
. A
IMF Tune %J:j
Servers P
s IMF Tune
J Moderator/Reporting
\%’Ej Web Ir(‘:erfal:e

o>
$

We installed one or more IMF Tune servers and the IMF Tune Moderator/Reporting. Only the Web
interface is connected tche database server.

To complete the setup we need to establish a connection between each of the IMF Tune servers and
the database. This is done from the IMF Tune server configuration under:

Quarantine | Quarantine Database
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Em WinDeveloper IMF Tune Configuration [ | B | ]
@ Back =t ward EE Categories \'I) Folder Up ﬂ Home . -_ An f}
Bs IMF Tune Corfiguration -

T 08 o o b H Quarantine Database

| Connect IMF Tune to a Quaranbine Database o enable the quarantining of
[ & Archiving/Guarantine arckred s
i@l Logging

- il Auto-Flealy

] L Sarver:
(= il Guamrtne L Server _

| [Hl Guarentine Database Regater... |

i B8 \sor Dalabase:
[=]- 48, Digk Mairtenance IMF Turethuar

whil Archives/Guaranting
.,p] Loga/Feparts Resubmit spproved emails through this directory

=1 ] Whielats C:\Program Fles'Excharv Maikroot'wal T\Pickp Erawse...
] Accent IPs : .
B Acept Senders | Store information on all processed emaals for reporting purposes
B Accept Reciplerta
&4 Acoept Subjects Process Moderator approvaidelats operations avery [min.):
B Accept Bodes —
£2] Acoept Subjects/Bodies E _
B Accept Mdachmarts Uplead new quarantines fo dafabase svery (min):
=88 Backlists 5
B8 Block 1Pz
B8 Block Sanders
S8 Block Recipiarte
B8 Block Subjects
B Black Bodies
&8 Block Subjects/Bodies
B Block Mtachmants

&l Block Fareign Spam
=A% oM Rilag

From here, clicking on Registgpens the database registration dialog:

Here we supply the database type, database server, database instance name and the login
credentials. We then click the Register button at the bottom. This may pop a warning alerting us that
all configuration changs will have to be committed. Select Yes, and the registration is performed.
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