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Agenda

Quarantine System runs on Exchange 2003 or
Exchange 2007

IMF Tune archives and manages disk space
through automatic compression, backup and
deletion of old files.

Tool: IMF Archive Manager

http://www.codeplex.com/imfam

Tool: IMF Companion
http://stoekenbroek.com/imfcompanion/default.htm



http://www.codeplex.com/imfam
http://stoekenbroek.com/imfcompanion/default.htm

Exchange 2003 IMF Settings

Message Delivery Properties d A

e Disable IMF
ISa e General ] Defaultz ] Sender Filkering ] Connection Filtering ]

Fiecipiert Filkering ] Detaile  Inteligent Meszzage Filtering l Sender [0 Filtering]

G a t e Wa y B I O C k I n g Configure zpam confidence level [SCL] threzholdz, Selecting a lower

number for the SCL rating blacks more messages that could be unsalicited
commercial e-mail [UCE], but it alzo increazes the likelihood of falze

at Exchange

5 ateway Blocking Configuration

e IMF Tune will A —
perform any Sk essoeswihan el aggesetbaner [ 5]
G ateway Blockin g When blocking messages: Y —
and Archiving

operations

Store Junk E-mail Configuration
Set the threzhald for moving LICE to a uzer's Junk E-mail folder.

Move mezzages with an SCL rating areater than or
equal to: i hd

Cancel | Apply | Help |




IMF Tune Configuration

IMF Tune allows
archiving even in case
of rejected emails.

On configuring
Archiving enable:
‘Insert SMTP Sender,
Recipients, IP and
HELO to archived
emails’.

Archiving Profile

General | 5CL

Profile name:
Archive Blocked Emails
* Save Emails to Archive Maintenance Directory Root
(" Save Emails to Archive Maintenance Sub-Directory
C:Program Files"WinDeveloper IMF Tunearchive
" Override Archive Directory Path:

, Warming: Archive Maintenance won't be applhed

[v Insert SCL in archived email subject
[+ Insert SCL in archived email header

[~ Remove all attachments from archived emails

T

[+ Insert SMTP Sender, Recipients, IP and HELD in archived email headers

Cancel




IMF Tune Configuration (contd.)
Archive Maintenance

* Archive Maintenance
limits disk
consumption by
compressing,
backing-up and
deleting old emails.

 Administrator focuses

on emails archived in
the last x days.

B WinDeveloper IMF Tune Cenfiguration

._-j Back

Bs IMF Tune Corfiguratior

£BR Email Handling
s Archiving

@A Logging

g Auto-Reply

=g, Disk Maintenance

wid
wal Logs/Reports

=85 Whitelists

Accept |Ps

Accept Sender
Accept Recipie
Accept Subjec
Accept Bodies
Accept Subjec

BEEBRER

-5 Blacklists

&8 Block IPs

&8 Block Senders
&8 Block Recipier
&8 Block Subjects
&8 Block Bodies
&8 Block Subjects
&8 Block Foreign !

Categories _[) Folder Up ﬁ Home [

—f~ Archives
|dentify the primary location where the archive
manage files archived here.

Archive maintenance directory:
C:Program Files"WinDeveloper IMF Tune\archive

[+ Compress and backup files after: (days)

7 | Schedule...

[+ Delete backup files after: (days)



Resubmit Email for Delivery

e In Exchange 2003, resubmit an archived
emails by moving file to Pickup located at:

<Exchange dir.>\Mailroot\vsi 1\Pickup

 [MF Archive Manager and IMF Companion
provide a Ul for reviewing and resubmitting
emails.

 Both tools require us to configure the path to
the IMF Tune Archive directory and Pickup.



IMF Archive Manager

* Open Source projected == e

h O St e d a t C O d e p I EX From |To | Subjest | Date | SCL From  |spammer@spam.abo>
bt il . oo T [<rratin @exchinbork ocal>
http://www.codeplex.com . w1

Subject |::SCL: 8) Replicas wil save you thousan

. scl: |8 97.80%
/imfam - e
Raw Message:

e Allows us to Re-Submit
or Delete Permanently
Emails

e Runs reasonably well | \
W i t h u p to 4 O’ O O O Pickup Directory: C:\Program Files\Microsoft\Exchange Ul Culture: en-US

Server TransoortRoles\Reclav

archived emails. e e | o



http://www.codeplex.com/imfam
http://www.codeplex.com/imfam

IMF Companion

I 1MFcompanion - C:\Program Files\ o [= [

F re e A rC h ive IVI a n a ge r fro m Fle Edit View Actions Tools Help

<toekenbroek. com: e Lk L el el ]
http://stoekenbroek.com/imfcomp

2009-02-20 10:46:30 <martin...  <spamm... [SCL: 8L, 2342 89780
2003-02-20 10:46:05 <martin..  <spamm... [SCL:9). 2153 93960
2009-02-20 10:46:00 <martin...  <spamm... [SCL:9). 2156 99360
2009-02-20 10:45:54 <martin..  <spamm... [SCL:9). 2152 93960
2009-02-20 10:45:49 <martin...  <spamm... [SCL:8J. 399/ 89780

2009-02-20 10:45:39 <martin..  <spamm... [SCL:8l. 2673 a97.a0
2009-02-20 10:45:34 <martin...  <spamm... [SCL: 8. 1935 89780 j

- MESSAGE ¥-Sender: spammer@spam.zbe i
DATE: Fii, 20 Feb [i-Reced inflexchinbox.local

Better looking and more user = ol

SUBJELT: SCL € [}

friendly interface

anion/default.htm

SRR ES I

Less effective when handling
a large number of emails

Does not work with Exchange lwcsssummma ™™ 6w

2007/Windows 2008 User
Access Control


http://stoekenbroek.com/imfcompanion/default.htm
http://stoekenbroek.com/imfcompanion/default.htm

Archive Management in
Exchange 2007

IMF Tune can be installed on Exchange 2007
Hub or Edge Transport Server.

Possible platforms Windows 2003 and
Windows 2008 servers.

All Exchange 2007 scenario combinations
require the same configuration.

Configuration is nearly identical to that in
Exchange 2003 with some exceptions...



Exchange 2007 Exceptions

e |In Exchange 2007 emails are resubmitted
through the REPLAY folder and not the PICKUP

folder:

<Exchange dir.>\TransportRoles\Replay

e Based on our testing on Windows 2008 in case User
Account Control is enabled :
— IMF Companion v1.15.6 does not work

— IMF Archive Manager works only if using ‘Run as
Administrator’ functionality



Exchange 2007 Content Filter

 All of Quarantine,
Delete and Reject

actions should be
disabled

e IMF Tune will
perform any
Gateway Blocking
and Archiving
operations

Content Filtering Properties

General] Custom “words | Exceptions  Action

The content filter actz on messages according ko their spam confidence leve
[SCL] rating and the following SCL threzholds that you define:

[ Delete messages that have a SCL rating greater than or equal to: El
| Beject meszages that have a SCL rating greater than ar equal to: 3

[ Quarantine messages that have a SCL rating greater than o equal 3

ko

The Cantent Filter ztamps the messages that it inzpects with a SCL property, a

wvalue between 0 and 9.
& meszage with a SCL rating of 3 iz likely to be spam.

A meszzage with a SCL rating of 0 iz not likely to be spam.

Cancel

Help




Links

IMF Tune Homepage/Download:

http://www.windeveloper.com/imftune/

IMF Tune Video Tutorials:
http://www.windeveloper.com/imftune/tutor/

IMF Archive Manager

http://www.codeplex.com/imfam

IMF Companion
http://stoekenbroek.com/imfcompanion/default.htm

Sales/Licensing: Technical Support:
sales@windeveloper.com support@windeveloper.com



http://www.windeveloper.com/imftune/
http://www.windeveloper.com/imftune/tutor/
http://www.codeplex.com/imfam
http://stoekenbroek.com/imfcompanion/default.htm
mailto:sales@windeveloper.com
mailto:support@windeveloper.com
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